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Information Collection
Detail: What types of personal information UniEgold collects from its users.

Use of Information
Detail: How UniEgold uses the collected information.

Disclosure to Third Parties
Detail: Circumstances under which personal data might be shared with external entities.

Data Transfer and Storage
Detail: Where the data is stored and if/how it's transferred internationally.

Data Security
Detail: Measures UniEgold takes to protect user data.

User Rights
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information.

Third-Party Links and Exclusions




Detail: How the policy applies to third-party websites or services users might access
through UniEgold.

Cookies and Tracking Technologies
Detail: Information on cookies, web beacons, and other tracking tools used by UniEgold.

Changes to Privacy Policy
Detail: How updates to the policy will be communicated to users.
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Jurisdiction-specific Clauses (e.g., for EEA customers)
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1. Introduction and Purpose

Introduction:

Welcome to UniEgold! Your privacy is of paramount importance to us. This document is
designed to explain our practices regarding the collection, use, and sharing of your
personal information. By using our services, you consent to the data practices described
in this policy.

Purpose of the Policy:

The primary goal of this Privacy Policy is to:

Ensure you understand what information we collect about you, the reasons for
collecting such information, and where it goes.

Explain the ways we use and protect that information.

Describe the choices you have regarding your personal data.

As the digital currency landscape evolves, we continuously strive to improve our
services, which may lead to periodic updates in our policy. We encourage users to
frequently review this policy to stay informed about how we are helping to protect the
personal information we collect.




Your Agreement:

By accessing and using UniEgold's services, you acknowledge that you have read,
understood, and agree to the terms outlined in this Privacy Policy. If you do not agree
with our practices, we urge you not to use our services.

2. Information Collection
What Information We Collect:

e Personal Data: This refers to any information that you voluntarily submit to us
and that identifies you personally, including contact data (e.g., your name, e-mail
address, and phone number), account passwords, and other personally
identifiable information you provide us or post on our platform.

Transaction Data: This relates to details about transactions you carry out through
our services and of the fulfillment of your orders. We might not store complete
transactional details, but some high-level information might be stored for
accounting and reporting purposes.

Technical Data: This encompasses information we collect from you when you
visit UniEgold, such as IP address, browser type, internet service provider,

referring/exit pages, operating system, date/time stamps, and/or clickstream
data.

Cookies and Tracking: We use various technologies to collect information,
including sending cookies to your computer or mobile device. Cookies are small
data files stored on your hard drive or in device memory that helps us to improve
our services and your experience.

Why We Collect This Information:

To Improve Our Services: By understanding how you use our services, we can
tailor our offerings to meet your needs and serve you better.

For Security: Monitoring account activity and collecting information about users
helps us ensure the safety and security of our platform and its users.

For Communication: We might send you notifications, updates, or promotional
offers. You can opt out of these at any time.

For Legal and Regulatory Reasons: In certain jurisdictions, we might be required
to collect and store personal data for legal and regulatory purposes.

Third-Party Information Collection:




From time to time, we might collaborate with third-party services for analytics,
marketing, or other purposes. Such third parties might collect information on their own,
and their use of your personal information will be in accordance with their own privacy
policies.

User Rights Over Their Data:

You have the right to access, correct, update, or delete your personal data. If you want to
exercise this right or have questions about the personal data we hold about you, please
contact us directly.

3. Use of Information
How We Use Your Information:

Service Delivery: We use your information primarily to fulfill our service
commitments to you. This might involve transaction processing, sending account
alerts or updates, and providing customer support.

Communication: Your contact details will be used to communicate with you. This
could include updates about our services, transactional information, or
promotional content. Each user has the option to opt-out of promotional
communications at any point.

Security: To safeguard the integrity of our services and user accounts, we utilize
the collected data to detect and prevent fraud, unauthorized access, and other
potential security threats.

Platform Improvement: By analyzing how users interact with UniEgold, we aim to
optimize our platform, develop new features, and offer a more user-centric
experience.

Legal and Compliance: There might be legal or regulatory requirements
necessitating the use of your information. This could include audit requirements,
information requests by authorities, or other legal procedures.

Marketing and Advertising: Based on the preferences you share and your
interaction with our services, we may personalize content and advertisements to
align with your interests.

Sharing Your Information:



Affiliates and Partners: We might share some user information with our trusted
partners or affiliates, mainly to enhance our service offering. However, this will be
done in compliance with privacy laws and will respect user preferences.
Third-Party Service Providers: We may use third-party providers for various
functions, such as payment processing, analytics, or marketing. These entities
only access the data necessary to perform their tasks and are strictly prohibited
from using it for other purposes.

Legal and Regulatory Bodies: In cases of legal obligations, we might be
compelled to disclose user information to law enforcement agencies, regulators,
or court orders.

Business Transfers: If UniEgold undergoes a merger, acquisition, bankruptcy,
dissolution, or any form of sale of some or all of its assets, user data might be
among the assets transferred to parties or entities involved.

Data Retention:

We only retain your personal data for as long as is necessary to fulfill the purposes for
which it was collected, including legal, accounting, or reporting requirements.

4. Disclosure to Third Parties
Why We Share Information:

Operational Efficiency: We collaborate with third-party service providers to
perform certain functions that streamline our operations, such as payment
processing, software maintenance, and hosting services. This necessitates
sharing some of your data with them.

Business Partnerships: We may enter into strategic partnerships to enhance the
services and products we offer. This may involve sharing user information with
business partners, always in a manner consistent with this privacy policy.

Legal Obligations: We are bound by law to disclose user information in some
situations, such as in response to lawful requests by public authorities, including
to meet national security or law enforcement requirements.

Safety and Security: We may disclose your data to third parties if we believe it's
necessary to ensure the safety, integrity, and security of our platform and its
users.

Consent: At times, we might share your data with third parties for reasons not
specifically described in this policy, but we will always obtain your explicit
consent before doing so.




Third Parties We Collaborate With:

e Service Providers: These are third parties who provide crucial operational
services for UniEgold. They have access only to the information needed to
perform their functions and are prohibited from using it for other purposes.

Ad Networks: We may work with third-party advertising networks to display ads
that could be of interest to you. This might involve sharing some non-identifiable
data to align ads with your preferences.

Data Analysts: Third parties who help us interpret and understand the data we
collect, enabling us to improve our platform and offer better, more tailored
services.

Acquiring Entities: If UniEgold ever participates in a merger, acquisition,
reorganization, or sale of assets, your data might be transferred as part of that
deal. However, the receiving entity will be bound by the same privacy
commitments outlined here.
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Third Parties We Collaborate With:

e Service Providers: These are third parties who provide crucial operational
services for UniEgold. They have access only to the information needed to
perform their functions and are prohibited from using it for other purposes.

Ad Networks: We may work with third-party advertising networks to display ads
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e Limit Sharing: You always have the option to limit the sharing of your data with

third parties by adjusting the settings on your UniEgold account. However, note
that some functionalities might become unavailable if you restrict data sharing.

e Opt-Out: If we ever share your data with third parties for their direct marketing
purposes, you will have the right to opt-out of such sharing.

5. Data Transfer and Storage

Why We Transfer Information:

e Global Operations: UniEgold operates on a global scale, and as such, we need to
transfer data between various countries to provide seamless services to our
users irrespective of their location.

Data Centers: Our infrastructure utilizes multiple data centers around the world to
ensure data redundancy and faster access.

Third-party Services: Some third-party service providers that we collaborate with
may store and process data in locations other than your home country.

Storage Duration:




e Retention Policy: We retain your Personal Information as long as your account
remains active and for a period thereafter to allow for any queries, concerns, or
the settling of potential disputes. After this, data is either deleted or anonymized
for analytical purposes.

Mandatory Retention: In some cases, due to legal obligations, we might be
required to retain certain user data for extended periods.

Safeguarding Transferred Data:

e Encryption: All data transfers, whether internally or externally, are encrypted using
the latest security protocols to prevent unauthorized interception.
Agreements: When transferring data to third parties, especially outside your
home country, we ensure that they are bound by data protection agreements that
meet our privacy standards.
Regulatory Compliance: For users within the EEA, we comply with data transfer
regulations and ensure that transferred data receives the same level of protection
as within the EEA. We utilize mechanisms like the Standard Contractual Clauses
to ensure compliance.

Your Rights and Choices:

e Data Localization: Depending on your jurisdiction, you may have the right to
request that your data be stored within specific geographic boundaries.
Transfer Review: You can always request to view where your data is stored and
transferred to. We strive for transparency and will provide you with the necessary
details.
Opting Out: If you are not comfortable with international data transfers, you can
choose to limit specific transfers, but it may affect the availability or quality of
some services.

6. Data Security

e Security Measures: At UniEgold, the security of your Personal Information is
paramount. We employ a combination of physical, technical, and administrative
measures to protect your data from unauthorized access, loss, alteration, and
misuse.




e Continuous Monitoring: Our security team continuously monitors and reviews our
security infrastructure to ensure that it's up-to-date with the latest threats and
vulnerabilities.

Key Security Protocols:

e Encryption: All data, both at rest and in transit, is encrypted using the latest
encryption standards to ensure that even if intercepted, it remains unintelligible.
e Two-Factor Authentication (2FA): We highly recommend, and in some instances
require, our users to enable 2FA for their accounts, offering an additional layer of
security.
Regular Audits: We regularly conduct security audits, vulnerability assessments,
and penetration tests to evaluate and improve our security posture.
Incident Response: In the event of a security breach, our incident response team
is trained and ready to take immediate action, minimizing potential impact and
notifying affected users.

User Responsibility:

e Secure Practices: While we take every possible measure to secure your data,

users also play a crucial role. Always use strong, unique passwords and keep
them confidential. Be cautious of phishing attempts and always verify the
authenticity of communications claiming to be from UniEgold.

Updates: Ensure that your devices, browsers, and apps are regularly updated to
benefit from the latest security patches.

Logging Out: Always log out of your UniEgold account, especially when accessing
from public or shared devices.

Breach Notification:

Prompt Communication: In the unlikely event of a data breach that might put your
personal information at risk, we commit to notifying you without undue delay. We
will also provide guidance on any recommended actions for you to take.
Regulatory Reporting: We will comply with all local data protection regulations in
terms of breach reporting and will collaborate with the necessary authorities
during investigations.

7. User Rights and Access




Right to Access: Every user of UniEgold has the right to request access to their
Personal Information. This allows you to receive a copy of the Personal
Information we hold about you.

Right to Rectification: If you believe any of the Personal Information we hold is
inaccurate or incomplete, you have the right to request corrections.

Right to Erasure: You have the right to request the deletion or removal of your
Personal Information in specific circumstances, such as if the data is no longer
necessary for the purpose it was collected.

Right to Restrict Processing: You can request the suspension of the processing
of your personal data in certain situations, such as if you want us to verify its
accuracy or the reason for processing it.

Right to Data Portability: This allows you to request the transfer of your Personal
Information to another party, ensuring you retain control over your data.

Right to Object: You have the right to object to processing based on legitimate
interests or direct marketing, and in other specific circumstances.

Making a Request:

e Submitting Requests: If you wish to exercise any of the above rights, you can
reach out to our Data Protection Officer through the contact information provided
on our website.

No Fees: Access to your Personal Information and exercising your rights will
generally not involve any fees. However, if your request is unfounded, repetitive,
or excessive, we might charge a reasonable fee or decline the request.
Verification: For security reasons, we may need specific information from you to
help verify your identity before processing your request. This ensures that
Personal Information is not disclosed to anyone who has no right to receive it.
Response Time: We aim to respond to legitimate requests within one month.
However, it might take longer if the request is complex or you have made multiple
requests, in which case we will notify and update you accordingly.

8. Third-Party Links and Exclusions

Understanding Third-Party Links:




e External Links: UniEgold's platform might include links to external websites,
applications, or platforms for your convenience and reference. These are not
under the control of UniEgold.

Independent Policies: Each third-party service or platform operates with its own
privacy policy and terms of service. We encourage users to review these
documents when navigating away from UniEgold.

No Endorsement: The inclusion of any links does not imply endorsement by
UniEgold of the website, its views, content, or products/services. We cannot be
held responsible for any damages or implications caused by visiting these linked
websites.

Exclusions:

e Public Spaces: This Privacy Policy does not apply to any Personal Information
that you provide to another user of the platform through chat rooms,
communities, forums, or any other public area.

Unsolicited Information: You might communicate with UniEgold for purposes
other than your use of the platform. We might use such communication and any
embedded information for any purpose, as we deem appropriate.

Acquired Information: This Privacy Policy excludes any data we might collect
about you that isn't directly from you or through your use of our platform, such as
from another user, external platforms, publicly accessible sources, or third-party
information providers.

Protective Measures:

e Vigilance: Always be aware of the potential risks of disclosing your Personal
Information on the internet. Be selective about which third-party platforms you
provide your information to.

Review & Feedback: If you find a third-party link on our platform that you believe
is inappropriate or poses a risk, please alert our team. Your security is our top
priority, and we appreciate your vigilance in helping maintain the safety of our
community.

0. Cookies and Tracking Technologies




What are Cookies? Cookies are small text files placed on your device when you
visit a website. They are used to make user experiences more efficient, and
provide information to the owners of the site.

Types of Cookies: UniEgold uses both session cookies (which expire once you
close your web browser) and persistent cookies (which stay on your device for a
set period or until you delete them).

Tracking Technologies:

Purpose: These technologies record information about your use of our platform,
allowing us to improve and adapt to our users' needs. This includes details about
your device, browser, operating system, and the pages that you visit.

Web Beacons: Also known as pixels or tracking pixels, these are tiny graphics
with a unique identifier that function similarly to cookies. They are used to track
users’ online movements.

Embedded Scripts: An embedded script is programming code designed to collect
information about your interactions with the platform, such as which links you
click on.

Analytics: UniEgold may use third-party service providers, such as Google

Analytics, to evaluate the use of our platform. These third parties use automated
devices and applications to evaluate user activity.

Disabling Cookies: Most browsers allow you to automatically decline cookies or
be given the choice of declining or accepting the transfer to your computer of a
particular cookie(s) from a particular site. Disabling cookies may result in certain
features of the platform not functioning properly.

Do Not Track: Some web browsers incorporate a “Do Not Track” feature that
signals to websites that a user does not want to have their online activity tracked.
As of the last update to this Privacy Policy, UniEgold does not respond to Do Not
Track signals.

Purpose of Cookies and Tracking:

Improved User Experience: Cookies and tracking technologies help UniEgold
remember your preferences, automate input functions, and tailor the platform's
content based on your interests.



e Performance Analytics: They help us understand platform performance, measure
the effectiveness of advertising campaigns, and improve the platform's content
and layouts.

e Security: Cookies and tracking technologies are used to detect and prevent
potential fraudulent activities and ensure the security of user data.

10. Changes to Privacy Policy

Dynamic Nature of Policy:

e Updates & Revisions: The digital landscape is ever-evolving. To ensure that our
practices remain current and compliant with applicable laws, UniEgold may
periodically revise this Privacy Policy. This might be in response to legal,
technological, business, or other changes.

Posting of Changes: Any changes made to this Privacy Policy will be reflected on
this page. This ensures that our users are always aware of the information we
collect, how we use it, and under what circumstances, if any, we disclose it.

Your Responsibility:

e Regular Checks: As our platform continues to grow and adapt, it's essential for
users to regularly check this page for any updates or changes to our Privacy
Policy. This will ensure you are up-to-date with our most current practices and
policies.

Continued Use: Your continued use of the UniEgold platform after any changes to
this Privacy Policy will signify your acceptance of the updated policy. If you do
not agree with any changes, you should discontinue using the platform.

Notification Mechanisms:

Direct Notification: For significant changes that could materially affect the way
we handle personal information, UniEgold may also notify users by other means
such as sending an email or posting a notice on our platform.

Effective Date: At the top of our Privacy Policy, an "Effective Date" will be listed.
This will be updated whenever changes are made, providing a clear timestamp of
when the most recent changes took effect.

Feedback & Inquiries:




e Open Channel: UniEgold values feedback and understands the importance of
privacy concerns. Users are encouraged to reach out to our dedicated team for
any clarifications or concerns regarding updates to our Privacy Policy.

11. Contact Redressal

Communication Channels:

Primary Contact: For general queries, feedback, or any concerns regarding this
Privacy Policy, users can reach out to UniEgold's designated contact point.
Designated Grievance Officer: For more specific complaints or concerns,
especially those related to potential breaches of data protection policies or user
rights, UniEgold has appointed a Grievance Officer. The officer is tasked with
ensuring swift and efficient resolution of such concerns.

e Acknowledgment: UniEgold is committed to acknowledging any formal
complaint or grievance within a specified time frame, typically 48 hours.
Resolution: We aim to resolve any concerns or complaints within 30 days of
receipt. However, depending on the nature and complexity of the issue, this
period may vary.

Contact Details:

Email Addresses: Users can reach out to us via our designated email addresses
for different concerns:
e General inquiries: contactus@uniegold.com

12. Jurisdiction-specific Clauses

Compliance with Local Laws:




e Specific Requirements: Certain jurisdictions have unique requirements or

provisions related to data protection and privacy. UniEgold is committed to
ensuring that our practices comply with these jurisdiction-specific mandates.
European Economic Area (EEA) Users: For users residing in the EEA, specific
rights and provisions under the General Data Protection Regulation (GDPR) apply.
This includes rights to data portability, erasure, and more. Users can learn more
about these rights in our GDPR-specific section or by contacting our Data
Protection Officer.

California Residents: For users residing in California, UniEgold adheres to the
California Consumer Privacy Act (CCPA). Residents have specific rights regarding

the sale of personal data and can learn more in our CCPA-specific section.

Adaptability:

Future Jurisdictions: As UniEgold expands globally, we may enter new
jurisdictions with their own sets of data protection laws. We commit to regularly
updating this section to reflect compliance with these regional laws.

User Responsibility: While UniEgold strives to stay updated with jurisdictional
laws, it's also the user's responsibility to be aware of their local data protection
rights and regulations.




